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Customer environments and application 

requirements are evolving

Azure Arc 

How to govern

and operate across

disparate environments?

How to ensure security across 

the entire organization?

How to best enable innovation 

and developer agility?

How to meet regulatory 

requirements and overcome 

technical hurdles?

100’s–1,000’s of apps Diverse infrastructure Multi-Cloud



Azure Stack Azure IoT

Azure Arc

Azure services



Manage & Operate your infrastructure from the Azure control plane 

and run Azure services on your infrastructure

Multi-cloud Datacenter Edge

Azure Arc



Azure Arc

Azure Arc enabled infrastructure
Connect and operate hybrid resources 

as native Azure resources

Azure Arc enabled services
Deploy and run Azure services outside of 
Azure while still operating it from Azure

Multi-cloud Datacenter Edge



Organize and govern 
across environments

At-scale Kubernetes 
app management

Run data 
services anywhere

Azure Arc use cases



Azure Arc

Azure Arc enabled infrastructure Azure Arc enabled services

Connect and operate hybrid resources 
as native Azure resources

Deploy and run Azure services outside of 
Azure while still operating it from Azure

Multi-cloud Datacenter Edge

Always current

Get evergreen SQL and PostgreSQL Hyperscale

on-premises with a cloud billing model 

Latency

Deploy data services on-premises, close to

your data sources with support for both

disconnected and connected workloads

Flexibility

Reduce risk and adhere to regulatory requirements

by deploying cloud services on-premises

Consistency

Simplify the way you work by consolidating tooling and 

using cloud-native technology and practices everywhere

Compliance

Reduce risk and cost by establishing a single

governance frame for all your workloads without 

additional overhead or additional approval processes

Visibility

Bring distributed Windows, Linux, SQL and

Kubernetes together a single plane of glass



Azure Arc
Bring Azure services and management to any infrastructure

Get servers and Kubernetes clusters that are 
sprawling across clouds, datacenters and 

edge under control by centrally organizing 
and governing from a single place. 

Organize and govern 
across environments

Multi-cloud

Datacenter & hosted

Deploy and manage Kubernetes 
applications at scale across environments 
using DevOps techniques, ensuring that 

applications are deployed and configured 
consistently from source control, at scale.

At-scale Kubernetes 
app management

Deploy and manage data services
where you need it for latency or

compliance requirements. Stay always current 
with evergreen SQL and seamlessly manage 

and secure your data assets across on-
premises, clouds, and edge.

Run data 
services anywhere



Azure Arc enabled infrastructure
Bring on-premises and multi-cloud infrastructure to Azure with Azure Arc

Azure Arc enabled servers

Organize, inventory, and monitor

Governance and Security 

Simplified role-based operations

Physical, Virtual, Windows, Linux

Now available

Azure Arc enabled SQL Server

Organize, inventory, and monitor

Governance and Security 

Use with your existing SQL servers

SQL on Windows or Linux servers

Now in public preview

Azure Arc enabled Kubernetes

Organize, inventory, and monitor

Governance and Security

Monitoring and Policy

GitOps-based zero-touch deploy

OpenShift

AKS on Azure 

Stack HCI

Public preview

AWS Linux 2



Customer scenario
Organize & govern across environments

Multi-Cloud

On-Premises / Hosted Datacenters

Key benefits from Azure Arc

• Asset organization and inventory with a unified 

view in the Azure Portal

• Universal governance anywhere through Azure 

Policy

• Centralized agent management – Monitoring, 

Security, Update Management and more

• Built-in server compliance rules

• Central compliance view across all servers

• Self-service remediation

• Integration with Azure Lighthouse

Azure Management
(Azure Resource Manager, Azure Policy, 

Azure Portal, API, CLI…)

Azure Arc

Azure Arc









Azure Arc enabled servers
Bring on-premises and multi-cloud servers to Azure with Azure Arc

Reach
Organize

and Inventory

At scale searchable inventory

Unify management experience 

Consistent VM extensions

Integrate with Azure Lighthouse

Governance
and Security

Built-in Azure policies

Server security baselines

Compliance across environments

Centralized agent management –
Monitoring, Security, Update 

Management

Role-Based 
Operations

Central IT to manage
at-scale operations

Workload owners manage 
based on their access



Azure Arc enabled servers
Azure Arc enabled servers are auto-enrolled with additional Azure services

Additional services
Azure Policy

Azure Defender

Azure Sentinel

Azure Monitor

Change and inventory tracking

Update management

Azure Security Center

Just turn them on when you want to use them

AWS Linux 2



Azure Arc enabled servers
The future of Microsoft Endpoint Configuration Manager (formerly SCCM)

The Azure management services enabled by Azure Arc can replace much of the functionality of MECM, but 

we recommend a gradual transition based on the use case. In some cases, MECM cannot be replaced yet.

On-Premises VMs

MECM

Azure Arc

Capabilities

Change and inventory tracking

Update/patch management

Security



Azure Arc enabled SQL Server
Data management benefits for Azure Arc enabled servers

Flexibility Management
Governance
and Security

VMs and bare-metal servers

On-premises and multi-cloud

Searchable inventory

SQL Assessment service

Azure Policy

Azure Defender

No migration needed for existing SQL Servers





SQL Server Assessment



Customer scenario
At-scale Kubernetes app management

Overview

A retailer with 100s of stores would like to move all in-store 

applications to containers running on a K8s clusters

They are faced with the challenge of how to uniformly deploy, 

configure and manage their containerized applications across 

multiple locations

Business requirements

• Bootstrap a new store to fully run with the applications and 

configuration that this store requires

• Enable IT to apply and monitor at scale governance across 

all stores

• Monitor the state of applications and configuration in all stores

• Integrate DevOps and Safe Deployment Practices for 

applications running in stores



Customer scenario
At-scale Kubernetes app management

Key benefits from Azure Arc

• Asset organization and inventory with a unified

view in the Azure Portal across all locations

• GitOps-based model for deploying configuration

as code to one or many clusters

• Application deployment and update at scale

• Source control based Safe Deployment 

Procedures when rolling new applications and 

configurations

• Developer tooling agnostic—use the tools they 

want

Azure Management
(Azure Resource Manager, Azure Policy, 

Azure Portal, API, CLI…)







Azure Arc enabled Kubernetes
Connect, manage, and operate Kubernetes clusters and applications running anywhere using Azure Arc

Now in Preview

ConfigureConnect
Govern 

and Secure
Operate

and Monitor

AKS OpenShiftkubeadm GKEEKS VMware Tanzu



Customer scenario
Run Azure data services anywhere

Overview

An Energy company aims for an efficient and fully automated 

operation with AI everywhere

Customer operates various production sites, as well as run 

utility transporting from extraction to retail distribution

Massive data volume at the edge and need real-time insights

Business requirements

• Leverage existing OEM hardware and any Kubernetes

• Automation at scale for IT control systems e.g., HA/DR, 

backup, CI/CD, DevOps

• Latest innovation automatically deployed from edge to cloud 

• Consistent security and governance

Azure data services

Customer-managed services 

on any infrastructure

Edge - real-time processing challenges

Data aggregation

Private Cloud - Enterprise business systems challenges

Model updates

Lots of manual effort for CI/CD, especially for data tier

Variety of DB engines, with versions facing EOS, 

security siloes; no elastic scale 

Mix of containers and VMs on OEM hardware

Custom code needed for 

streaming, data sync and AI

Legacy, basic database 

with no AI built

OEM edge servers/workstations

Sensors

Actuators



Customer scenario
Run Azure data services anywhere

Key benefits from Azure Arc

• Any infrastructure, any K8s

• Always on the latest, no end-of-support

with evergreen SQL in Azure SQL DB

• Elastic scale on-premises with

PostgreSQL Hyperscale

• Azure SQL Database Edge with built-in

AI for real-time edge analytics

• Automation at scale with unified management 

of all data & AI assets

• Market leading security & governance 

consistently deployed everywhere
Edge - real-time processing challenges

Data aggregation

Private Cloud - Enterprise business systems challenges

Model updates

Lots of manual effort for CI/CD, especially for data tier

Variety of DB engines, with versions facing EOS, 

security siloes; no elastic scale 

Mix of containers and VMs on OEM hardware

Custom code needed for 

streaming, data sync and AI

Legacy, basic database 

with no AI built

OEM edge servers/workstations

Sensors

Actuators

K8s management

Azure Policy

Azure Role-based 

control

Azure Security Center

Azure Arc enabled data services



Elastic scaleAlways current Unified management

Azure Arc enabled data services
Bring Azure data services to on-premises, multi-cloud, and edge with Azure Arc

Disconnected support

PREVIEW



Azure Arc Integration

Azure Arc Data Controller Future 

Analytics Engines

PostgreSQL Hyperscale

Any Kubernetes Cluster

Azure Arc enabled data services Architecture

azdata CLI

Azure SQL Managed Instance Future 

data services

Any Infrastructure

collectdfluentbit collectdfluentbit

Kubernetes 
API

API

Backup

Monitoring & logs 

HA/DR

Azure Arc Integration

Scaling

Patching & Updates

Provisioning

AKS OpenShift kubeadmGKEEKS VMware TanzuAKS on Azure Stack HCI

Azure Data Studio

Azure Arc Extension

Data/Azure Admin

Azure Portal

Azure CLI
Identity

Azure RBAC & Policy

Advanced Data Security

Deployments & Config

Resource Inventory

Logs & Telemetry

Backup Retention

Consumption



Azure Arc enabled servers pricing

Customers servers and clusters

No additional cost
Control plane functionality:

Tagging, management groups, activity logs, 

templates, Resource Graph, RBAC



Azure Arc enabled servers pricing

Additional services

No additional cost

Customers servers and clusters

Azure Policy—guest configuration

Azure Monitor

Azure Security Center

Azure Defender—standard

Azure Sentinel

Backup

Log Analytics

Service Map

Application Insights

Network Watcher

Azure Sentinel

Config and Change Management

Control plane functionality:

Tagging, management groups, activity logs, 

templates, Resource Graph, RBAC



Thank you


