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Breaking news
Azure Security Center and Azure Defender are now Microsoft Defender for Cloud!



Cloud security posture management
Azure Security Center (free)

Cloud workload protection
Azure Defender (pay per plan)

à

Cloud security posture management
capabilit ies

(free)

Cloud Workload Protection
Microsoft Defender 

(pay per plan)

Microsoft Defender for Cloud

A new name for multi-cloud security: Microsoft Defender for Cloud



Identify sensitive data in cloud resources
Integrated with Azure Purview

• Extend visibility from cloud infrastructure 
resources into the data layer

• Leverage an entirely new way to prioritize security 
policies and the investigation of alerts

• Filter recommendations and resources by data 
sensitivity

• Easily view the number of assets that contain 
sensitive information across your environment
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New approach to multi-cloud scenarios
New AWS Connector

• Seamless onboarding using AWS API

• 160+ out of the box recommendations, CIS, PCI & 
AWS Foundational Security Best Practices 
support, multi-cloud view in Secure Score

• EKS support, easier onboarding for workloads
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Security recommendations now map to the 
MITRE ATT&CK® framework

• Globally accessible knowledge base of threat 
actors’ tactics and techniques

• Recommendations details pages show the 
mapping for all relevant recommendations

• New Tactics filter in recommendations page

• Azure Resource Graph queries include the MITRE 
ATT&ACK® tactics and techniques
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Security Alerts Workbook 



Microsoft Defender for Server
Integration with TVM is now GA

• Use threat and vulnerability management to 
discover vulnerabilities and misconfigurations in 
near real time with the integration with Microsoft 
Defender for Endpoint

• No need for additional agents or periodic scans. 

• Threat and vulnerability management prioritizes 
vulnerabilities based on the threat landscape and 
detections in your organization.
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Microsoft Defender for Server
Integration with MDE for Linux is now GA

• In August, we announced preview support for 
deploying the Defender for Endpoint for Linux 
sensor to supported Linux machines. This feature 
is now released for general availability (GA).

• Microsoft Defender for servers includes an 
integrated license for MDE. Together, they provide 
comprehensive endpoint detection and response 
(EDR) capabilities.

• When Defender for Endpoint detects a threat, it 
triggers an alert. The alert is shown in Defender 
for Cloud. 
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Server Monitoring Dashboard Workbook



Azure Security Benchmark v3
Azure's own security control framework based on industry 
standards

• Additional control mappings for PCI-DSS v3.2.1 

• Collaborated with Center for Internet Security 
(CIS) to map ASB v3 controls with CIS Controls v8 

• New controls for DevOps Security and Key and 
Certificate management

• Restructured control guidance for more granular 
and actionable insights

• ASB v3 is the new default in the Regulatory 
Compliance Dashboard in Microsoft Defender for 
Cloud
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CIS Controls

ASB Control Coverage 

Other Framework Control Coverage

ASB provides a 
canonical set of 
Azure-centric
technical security 
controls based on 
widely used 
security/compliance 
control frameworks 
such as CIS, NIST 
and PCI. 



Demo



Strengthen you cloud security posture today

Enable Defender for Cloud 
to assess your secure score

Fix your top 5 secure score 
recommendations today

Start a free trial to protect 
your multicloud workloads 

Onboard on-premises 
workloads

aka.ms/DefenderForCloudTo learn more, visit: 
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