=% Microsoft Security

Microsoft Defender for Cloud

Not your parents’ ASC — Updates from Microsoft Ignite 2021

Tom Janetscheck, Senior Program Manager



=% Microsoft Security

Breaking news

Azure Security Center and Azure Defender are now Microsoft Defender for Cloud!



A new name for multi-cloud security: Microsoft Defender for Cloud
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Ignite 2021 news

Identify sensitive data in cloud resources
Integrated with Azure Purview

Home > Microsoft Defender for Cloud
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New approach to multi-cloud scenarios

New AWS Connector

« Seamless onboarding using AWS API
« 160+ out of the box recommendations, CIS, PCI &
AWS Foundational Security Best Practices

support, multi-cloud view in Secure Score

« EKS support, easier onboarding for workloads
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Azure subscriptions AWS accounts

@ Wwelcome to the new multi-cloud account management page (preview). To switch back to the classic cloud connectors experience, click here.
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Security recommendations now map to the
MITRE ATT&CK® framework

Home > Microsoft Defender for Cloud
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Microsoft Defender for Server
Integration with TVM is now GA

Use threat and vulnerability management to
discover vulnerabilities and misconfigurations in
near real time with the integration with Microsoft
Defender for Endpoint

No need for additional agents or periodic scans.
Threat and vulnerability management prioritizes

vulnerabilities based on the threat landscape and
detections in your organization.
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A vulnerability assessment solution should be enabled on your virtual machi

Q) Exempt G View policy definition ? Open guery
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Home > Microsoft Defender for Cloud > A vulnerability assessment solution should be enabled on your virtual machines >

A vulnerability assessment solution should be enabled on your virtual mach

Fixing az500vm3

Choose a vulnerability assessment solution:

| @ Threat and vulnerability management by Microsoft Defender for Endpeint (included with Microsoft Defender for servers)

O Deploy the integrated vulnerability scanner powered by Qualys (included with Microsoft Defender for servers)
onfigured third-party vulnerability scanner (BYOL - requires a separate license

O Configure a new third-party vulnerability scanner (BYOL - requires a separate license)




Microsoft Defender for Server
Integration with MDE for Linux is now GA

In August, we announced preview support for
deploying the Defender for Endpoint for Linux
sensor to supported Linux machines. This feature
is now released for general availability (GA).

Microsoft Defender for servers includes an
integrated license for MDE. Together, they provide
comprehensive endpoint detection and response
(EDR) capabilities.

When Defender for Endpoint detects a threat, it

triggers an alert. The alert is shown in Defender
for Cloud.

Home

> Microsoft Defender for Cloud
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> Settings

() Settings | Integrations
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Auto provisioning
Email notifications
Integrations

Workflow automation
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Enable integrations

To enable Defender for Cloud to integrate with other Microsoft security services, allow those services to acc

Allow Microsoft Defender for Cloud Apps to access my data. Learn more >

Allow Microsoft Defender for Endpoint to access my data. Learn more >

New: Defender for Cloud supports Microsoft Defender for Endpoint on Linux machines. Learn more »

Enable for Linux machines
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Azure Security Benchmark v3

Azure's own security control framework based on industry

standards

- Additional control mappings for PCI-DSS v3.2.1

« Collaborated with Center for Internet Security
(CIS) to map ASB v3 controls with CIS Controls v8

« New controls for DevOps Security and Key and
Certificate management

 Restructured control guidance for more granular
and actionable insights

« ASB v3 is the new default in the Regulatory
Compliance Dashboard in Microsoft Defender for
Cloud
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[
.\ ASB Control Coverage

O Other Framework Control Coverage

ASB provides a
canonical set of
Azure-centric
technical security
controls based on
widely used
security/compliance
control frameworks
such as CIS, NIST
and PCl.
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Strengthen you cloud security posture today

Enable Defender for Cloud
to assess your secure score

To learn more, visit:

Fix your top 5 secure score
recommendations today

aka.ms/DefenderForCloud

Start a free trial to protect
your multicloud workloads

Onboard on-premises
workloads
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