


Cloud Native Full Stack

Shoulde rs of Giants as a Se rvice



Building on previous discoveries



What If You Could Start Over…



Sebastian Nilsson
● In the  IT-business since  2003

○ Software  since  2007
○ CTO for 3 year at startup

● Microsoft-ecosystem focus
○ Azure  Cloud
○ .NET
○ Azure  DevOps

● Leade rship
○ Agile /Scrum
○ Recruitment (Inte rviews/screenings)



Warning: Powerpoint-based pre sentation!



Warning 2: Technology Overload



Agenda
Build a fully functional,

mature  startup company

● Domain
● Architecture
● DevSecOps (CI/CD)
● Azure  (Cloud)
● SaaS-se rvices
● Frameworks/Libraries



- Focus on your core business
- Le t the  re st be  others' core business



Minimum Viable Product (MVP)



Time To Market (TTM)



They make all the 
LEGO pieces

just the correct size
and snapping them together

a lot of fun .

-- Scott Hanselman



Best Time to Develop Software

● Cloud
○ App Se rvices - Web-site s/APIs
○ Serve rle ss - Azure  Functions
○ Azure  Se rvice  Bus
○ Security - Azure  Key Vault

● Azure  DevOps
○ CI - Build/Create  Artifacts
○ CD - Deployment

● Software  as a Se rvice  (SaaS)
○ Authentication/Authorization - Auth0
○ Storage /Data - Azure  Storage
○ CRM - Airtable

● Frameworks/Libraries/Tools/CLIs



Domain



Web-scraping as a 
Se rvice



Domain / Problem to solve
GET
/api/content?url=...
---

{
"url": "http...",
"content":
"NBC Fires Lauer, and 

Accusations Multiply...",
"image": "http...",
"format": "text"

}



Introducing : Project WebFetch



Scraping URLs

● Core : Ge tting content from URL
● Core : Transform content to usable  format

○ Raw HTML-content
○ Main content as plain text/HTML/Markdown

● SaaS: Login - Auth0
● SaaS: Data-storage  - Azure  Table  Storage
● SaaS: CRM - Airtable
● Future: API-management - Auth, Limits, Throttling
● Future: Cache



Provide REST API



Architecture



Architecture Overview

Website
(ASP.NET Core)
Main UI / Login

Web API
(ASP.NET Core)

Public w/ Auth

Scraping
(Azure Functions)

HTTP Requests

Formatting
(Node.js)

Text, HTML, 
Markdown

Caching
(Azure Cache for 

Redis?)

API Limits
(Azure Functions)

Request Limits, 
Throttling



DevSecOps (CI/CD)





Dev(Sec)Ops

Repo 
Commit

Build 
Code

Create 
Artifacts 
(zip-files)

Release

Infrastructure
Update

Applications
Update



Azure DevOps



Azure DevOps



Azure DevOps: Boards - Backlog



Azure DevOps: Boards - Sprint



Azure DevOps: Pipelines



Azure DevOps: Pipelines - YAML

variables:
buildConfiguration: 'Release'

trigger:
- master

jobs:
- job: Job_Infrastructure
#...
- job: Job_Applications



Azure DevOps: Pipelines - YAML
- job: Job_Applications
steps:
- task: DotNetCoreCLI@2

displayName: 'Dotnet Restore'
inputs:
command: restore
projects: '$(slnPath)'

- task: DotNetCoreCLI@2
displayName: 'Dotnet Build'
inputs:
command: build
projects: '$(slnPath)'
arguments: '--configuration $(buildConfiguration) --no-restore'

# ... Test, Publish, Zip, Artifacts



Azure DevOps: Build-re sult



Azure DevOps: Release



Azure DevOps: Release - Overview



Azure Key Vault - Concept
Secure ly store  and control access to:

● Secret management : Tokens, passwords, 
ce rtificate s, API keys, and othe r secre ts.

● Key management : Create  and control 
encryption keys that encrypt your data.

● Certificate management : Provision, 
manage , and deploy public and private  
ce rtificate s



Azure / Cloud



Azure Portal



Azure Portal



Azure Portal



Azure Resource 
Group

OAuth Security

Website
(ASP.NET Core)

Web API
(ASP.NET Core)

HTTP Queue

Scraping Service
(Azure Functions)

IP Restrictions

Formatting Service
(Node.js)

HTTP Header Auth

Azure 
ServiceBus

CRM Sync Service
(Azure Functions)

External CRM 
System

Azure 
ServiceBus



Terraform



Terraform

● Infrastructure  as code
● Declarative  configuration of re sources/infrastructure
● Reproducible  infrastructure  (across environments)
● Configuration stored in ve rsion control
● Shows preview of changes
● Automation-friendly
● Supported on Azure  DevOps + Azure
● Supports all major cloud-vendors + more
● Open Source



resource "azurerm_resource_group" "main" {
name     = "${local.name}-rg"      # 'webfetch-rg'
location = "${var.azure_location}" # 'West Europe'

}

resource "azurerm_app_service" "web_app" {
name     = "${local.prefix}web-app"
location = "${azurerm_resource_group.main.location}"
resource_group_name = "${azurerm_resource_group.main.name}"
app_service_plan_id =

"${azurerm_app_service_plan.web_app.id}"

Terraform - Apps



resource "random_string" "keyvault_password" { length = 48 }

resource "azuread_service_principal_password" "keyvault" {
value = "${random_string.keyvault_password.result}"

resource "azurerm_app_service" "web_app" {
app_settings = {
KeyVaultClientSecret =
"${random_string.keyvault_password.result}"

AzureKeyVaultUri =
"${azurerm_key_vault.main.vault_uri}"

Terraform - Azure  Key Vault



Terraform - Output



Terraform - Azure  DevOps



SaaS-se rvices



Azure Storage



Azure Storage

● Scalable  cloud-storage
● File -storage

○ Cross-platform file  system
○ Lift & shift - No changes

● Blob-storage
○ Massive ly-scalable  object storage  for unstructured data
○ Supports cold/hot/archive
○ Single  infrastructure  with global reach

● Table -storage
○ NoSQL key-value  store
○ For massive  semi-structured datase ts



Azure Table Storage

● PartitionKey/RowKey: Azure  Table  Storage  specific
● ModifiedAt: For data-sync
● ValidFrom/ValidUntil/Value : Domain-data



Auth0



Auth0 - Auth as a Se rvice

● Supports multiple  standard protocols
○ OAuth 2.0
○ OpenID Connect
○ SAML, WF-Fede ration, LDAP

● No additional libs/packages needed
● Supports exte rnal identity provide rs

○ Facebook, Twitte r, GitHub, Microsoft, Google , Apple , Dropbox… & many, many more
○ Passwordle ss

● Single  sign on
● Free  starting tie r
● SaaS - Someone  e lse  handles uptime , updates & security



Auth0 - Social connections



Auth0 - Login-page



Auth0 - GitHub OAuth Application



Auth0 - Don’t build this at home



Airtable



Airtable

● Database /spreadshee t
● Cloud-based CRM
● Multiple  views:

○ Grid
○ Calendar
○ Kanban (Tre llo)
○ Image-galle ry



Airtable - WebFe tch-se tup



Airtable API - Credits
{

"id": "recd821xGdDnWDJg8",
"fields": {

"Debits": [
"recJ6x0VpqSeBECnO", "recl1Bwe9L3lt6XHs"

],
"Value": 10,
"Id": 1,
"Account": [

"recl1DbLt5PIKOFTr"
],
"DebitedValue": 2,
"RemainingValue": 7

},
"createdTime": "2019-08-27T14:11:35.000Z"

}



Airtable - Sync

Airtable-changes
Sync-service

(Azure 
Functions)

Azure Storage-
changes

WebFetch API-
changes



cdnjs.com



cdnjs.com

● CDN for JS-librarie s
○ No need for local file s & package-management

● Host many popular librarie s
○ JavaScript, CSS, SWF, images & more

● Supports http2.0 /http/https/spdy
● Used by 9,2% of all website s

○ Lots of cached librarie s → Speed

● Supported by Cloudflare , DigitalOcean & Algolia



cdnjs.com - Usage

<link rel="stylesheet"
href="https://cdnjs.cloudflare.com/ajax/libs/twitter-bootstrap/
4.3.1/css/bootstrap.min.css" />
<!-- ... -->
<script src="https://cdnjs.cloudflare.com/ajax/libs/jquery/
3.4.1/jquery.min.js"></script>
<script src="https://cdnjs.cloudflare.com/ajax/libs/twitter-
bootstrap/
4.3.1/js/bootstrap.min.js"></script>



Frameworks/Libraries



Swagger 
(Swashbuckle )



Swagger - OpenAPI  Specification

● Swagger tooling for API's built with ASP.NET Core
● Automatic API documentation
● UI to explore  & test API
● Generates Swagger/OpenAPI JSON
● Enables a se lf-describing API
● Minimal coding e ffort



Swagger - OpenAPI  Specification



Swagger - Paramete rs/Request body



Swagger - Responses



Swagger - OpenAPI



Swagger - Controlle r

/// <summary>
/// Gets the raw HTML from URL.
/// </summary>
/// <response code="400">If the URL has no content</response>            
[HttpGet("api/v1/scraping/raw-html")]
Public ActionResult<RawHtmlResponse> RawHtml(

[Required]
string url,
string httpMethod = "GET")

{
// ...



Polly



Polly

● Resilience  & transient-fault-handling library
● Configure  policies:

○ Retry
○ Circuit Breake r
○ Timeout
○ Fallback

● Supports HttpClientFactory from ASP.NET Core  2.1



Polly - Implementation
services

.AddHttpClient<IHtmlParseService, HtmlParseService>(
httpClient =>
{

httpClient.BaseAddress = new Uri(webScrapingAppUrl);
})
.AddPolicyHandler(

HttpPolicyExtensions
.HandleTransientHttpError()
.WaitAndRetryAsync(

5,
retryAttempt =>

TimeSpan.FromSeconds(Math.Pow(2, retryAttempt)));
);



Future Steps



Ideas for Future Steps

● Azure  Table  Storage  → Azure  SQL Database
● Auth0  → Azure  Active  Directory B2C / IdentityServer
● ASP.NET Core  InMemory Cache  → Azure  Cache  for Redis
● Azure  App Service  → Docker-containe rs
● HttpClient (.NET) → PhantomJS/SlimerJS headless browser (Node .js)
● Monitoring with Datadog (configured with Terraform)
● Own Implementation → Azure  Application Gateway
● Use  Azure  EventHub/EventGrid
● Virtual Ne tworks/IP-restrictions



Summary



Time Estimation Comparison
Feature Cloud Native Traditional

Auth (Register, Login, Change Password, UI, OAuth, OpenID, ...) 2h 2 weeks

Data Storage (Backup, Redundancy, Scalability, …) 1h 2 weeks

DevOps-setup (Configuration, Backup, …) 1h 1-2 day

Machine/Web Server-setup (Configuration, IIS, Backup, …) 1h 1-2 days

Keeping API-documentation up to date 0,5h 2-3 days

HTTP Retry Policy Logic (Exponential backoff, Retry-count, ...) 0,1h 1-2 days

Synching a CRM 2h 0h

Creating a CRM 0h 50 weeks



2,71€
Monthly Azure-Bill



Takeaways

● Stand on the  shoulders of giants -- Don’t re invent the  whee l
● Decide  on a MVP -- What is “good enough” to start with
● Create  a feature -roadmap
● Plan how to switch out fille rs with full implementation
● Architecture  for switching out parts in the  solution

○ Azure  Table  Storage  → SQL Serve r: Repositories
○ Auth0  → Azure  ActiveDirectory B2C: OAuth/OpenID
○ Architectural changes: Robust APIs



Minimize time to market
with smart shortcuts

Don’t re -invent the  whee l
Don’t do yak-shaving



Thank you!



Questions?



Sebastian Nilsson
Website:
https://sebnilsson.com
Twitter:
@sebnilsson
GitHub:
/sebnilsson
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