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Why security hygiene should be your number one priority?



YOUR
SECURITY POSTURE

!

DETECT
using targeted signals, behavioral 
monitoring, and machine learning

RESPOND
closing the gap between discovery and action

PROTECT
across all endpoints, from 
sensors to the datacenter
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Protect against threats

For 
servers

For cloud native 
workloads

For 
databases 

and storage

Get secure faster

Strengthen security posture

Cloud security posture management

Secure Score
Policies and compliance



Secure Score and recommendations



Secure Score controls
Control Max Score
Enable MFA 10
Secure management ports 8
Apply system updates 6
Remediate vulnerabilities 6
Enable encryption at rest 4
Encrypt data in transit 4
Manage access and permisisons 4
Remediate security configurations 4
Restrict unauthorized network access 4
Adaptive application control 3
Apply data classification 2
Enable DDoS protection on Vnet 2
Enable endpoint protection 2
Enable auditing and logging 1
Additional best practices 0



Use Secure Score as your Security KPI





https://github.com/Azure/Azure-Security-Center/tree/master/Secure%20Score/PowerBI-
SecureScoreReport

https://github.com/Azure/Azure-Security-Center/tree/master/Secure%20Score/PowerBI-SecureScoreReport


Policy Enforcement

Pre-flight

Authoring

Validation

Ensure compliance1
Empower DevOps2



The new security dashboard New!

Updated user experience
Unified view of all your cloud resources: in 
Azure, on premises and in other clouds

Focused views for security posture,  compliance 
and Azure Defender

Clear & simple view
Identify all your security related stats at a glance

Emphasis on visibility & clear KPIs



CSPM enhancements



Asset Management - Improved 
visibility across the entire estate

New!

Single view of all monitored resources
§ Resource centric view

Easy filtering, sorting and cross-referencing 
experience 
§ Filter by resource properties (tags, RG)
§ Filter by security posture (recommendations, specific 

vulnerabilities) 
§ Filter by status & coverage (pricing, agent status)

Continue exploration & export 
§ Export to CSV
§ Continue exploration in Azure Resource Graph
§ Build reports, Azure workbooks, etc.

Management 
§ Assign tags

Now Generally Available



Refined security posture management 
Now in Public Preview New!

Greater granularity for policy management and Secure Score
§ Exempt resources from recommendation & Secure Score
§ Exempt resources from regulatory compliance 
§ Keep track of exempted resources and exemption reason
§ Disable security findings by ID or by different categories
§ Built in governance capabilities for control

Find automation examples at
§ https://aka.ms/ASC-RequestResourceExemption
§ https://aka.ms/ASC-NotifyResourceExemption

https://aka.ms/ASC-RequestResourceExemption
https://aka.ms/ASC-NotifyResourceExemption


Cloud security management at scale 
ASC CSPM platform is extensible with standard 
operational tools and interfaces

Create custom policies or import from GitHub 

Adjust Secure Score with custom policies

Automate remediation with built in remediation scripts and
ARM templates

Deploy LogicApp templates to automation scenarios 
(remediation, connect to ITSM solutions, notify owner)

Build reports for overtime tracking using API samples and OOTB 
logic apps. 

Query your security posture directly from Azure Resource Graph



Our GitHub repo is deeply 
integrated with ASC portal

Place for publishing tools and 
automation artifacts, such as 
Policy Templates, LogicApps, 
PowerShell scripts, that enable 
governance and remediation at 
scale

Visit https://aka.ms/ASC-
Github for more details.

https://github.com/Azure/Azure-Security-Center/wiki
https://aka.ms/ASC-Github


Demo



Get secure faster

Strengthen security posture

Cloud security posture management

Secure Score
Policies and compliance

Protect against threats

For 
servers

For cloud native 
workloads

For 
databases 

and storage



Integrated threat protection for your enterprise

SIEM
Azure Sentinel

Microsoft 365 Defender

Email/docs Endpoints

Identities Apps

Azure Defender

SQL Server VMs Containers

Network 
traffic IoT Apps

XDR
Microsoft Defender



Azure Defender new dashboard New!

Protects hybrid workloads
Server and container protection

Seamless integration for Azure Arc

Protects Azure services
Data services protection

App services and key vaults



Introducing
Multi-cloud in
Azure Security Center 



Azure data services on Azure Arc 

Azure Arc
Azure services & management capabilities on any infrastructure, anywhere

Azure Arc for servers
1

Azure Arc for Kubernetes

Organize and govern servers across 
environments
Azure Arc extends Azure's management 
to physical and virtual servers anywhere. 
Govern and manage servers from a 
single, scalable management pane. 

2

Manage Kubernetes applications
at-scale
Deploy and configure Kubernetes 
applications consistently across all your 
environments with modern DevOps 
techniques.

3

Run data services anywhere
Deploy Azure data services in moments 
anywhere you need them. Get simpler 
compliance, faster response times, and 
better security for your data.



Deploy Azure Defender 
anywhere with Azure Arc

Single Control Plane for any 
resource, anywhere

Datacenter
& hosted

Multi-cloud

Azure Arc

Azure Arc

Azure Resource 
Manager

Azure Arc enables 
cloud management and 
security protections

Extension installation, e.g. Log Analytics agent, 
Qualys 

Enforce compliance and simplify audit reporting

Identified as an Azure resource

Asset organization and inventory with a unified 
view in the Azure Portal – Azure Tags

Server owners can view and remediate to meet 
their compliance – RBAC in Azure



Multi-cloud & hybrid protection in ASC 

Secure score Asset management Policy

Threat detection VA (powered by Qualys) Application control

Automation SIEM integration Export

New! New!

Azure Arc

New!

On-prem

Security posture 
& compliance

Server protection 
(Azure Defender for VMs)

Automation & 
management at scale



Summary



Azure Security Center

Cloud security posture management
ASC free tier

ASC free tier

à

Cloud workload protection
ASC standard tier (paid)

Azure Defender (paid)

à



Azure Security Center

Streamline security management

Strengthen multi cloud 
security posture

Secure 
Score

Policies and 
compliance

Improved 
automation

Leveraging 
Azure Arc

Protect your hybrid cloud
with Azure Defender

For 
servers

For cloud native
workloads

For databases 
and storage

For Azure 
service layers

For IoT 
devices



Take actions today
Get started with the preview

Enable Security Center 
to assess your secure score across the 

entire organization

Act upon your top 
5 recommendations today

Enable Azure Defender to maximize 
security value

To learn more, visit azure.microsoft.com/en-us/services/security-center/
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